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A AERApusico LB ER ZIfor Kafka (Apusic Distributed Message Queue, &FR: ADMQ for Kafka) A9i=
HFW, SEAFEMFHZHEANRZHADMAQ for KafkatnEWisHHER, BETRAE. BEMN. BFia%. SI&H
B, R2NESEZOHE, RIRADMQ for KafkaF"RIRSTaE. B, L2IE1T.

1.1 SRR

RHEERATITERMSREA. HRSE, WEIMESIE, WEEID, 1z TREI.

1.2 18X

THREZADMQ for KafkaF=SABXANEE., 1BSFILLTADMQ for Kafkar= s s iksE:

}f FHE 548

=
EtRApusicRILUEERAIfor Kafka

1 @SB T R
SRR BENA 7 WIHRR EFERADMQ for Kafka ,

> EIRApusicH VB EBAGIfor Kafka AN BUNEESBRIERF L 2EADMQ for Kafka, LUK
e == ADMQ for KafkafRSE B EERIE,
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IBES|ZHEFFM EENERETBNERSE,
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2 #hix

ADMQ Kafka@—1EatinHhilBERS, SRTHTKE. HREEHEIRTE,

2.1 BEFHHE

A 588
Broker Kafkafg55 =
Topic HEDZE
Partition TopicAY X
Producer 4
Consumer HEEE

Consumer Group BHEREH

fBIERHYER: Producer— Broker— Topic— Partition— Consumer 4552 » &M « 26 © INFENEE « 8IA& S
{RIUERT S
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3 EREHGS

HIEHRIER S admg-kafka/binB S, FBERIECE ST admg-kafka/configB R, SZiFFHR kafkafil4ds, aTLUEN
F) admaq-kafka/kafka/bin B FEHATIS RIHIBIAS.,

3.1 HizEE

3.1.1 Bal/fZ1k kafka zkT5 =

bin/admg-daemon start kafka zk

bin/admg-daemon stop kafka zk

3.1.2 Bijl/{E1E kafka brokeri =

bin/admg-daemon start kafka broker 1
bin/admg-daemon stop kafka broker 2

3.2 TopicEE

3.2.1 && Topic

kafka-topics.sh --bootstrap-server localhost:9092 --1list

3.2.2 &F Topici¥ld

kafka-topics.sh --bootstrap-server localhost:9092 --describe --topic

3.2.3 8l Topic

kafka-topics.sh \

--bootstrap-server localhost:9092 \
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--create \

-—topic A\

--partitions 3

3.2.4 flB& Topic:

kafka-topics.sh \
--bootstrap-server localhost:9092 \
--delete \

-—-topic

3.3 Consumergi#
3.3.1 && consumer group
kafka-consumer-groups.sh \

--bootstrap-server localhost:9092 \
--list

3.3.2 EEHEBR

kafka-consumer-groups.sh \
--bootstrap-server localhost:9092 \

——describe \

—-—group test-group

KR
bi=(n ax
CURRENT-OFFSET HEEZ
LOG-END-OFFSET AR E

LAG RE
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3.4 7= /iH%

3.4.1 &£F=ER

kafka-console-producer.sh \

——-broker-list localhost:9092 \

-—-topic

3.4.2 H#&HER

kafka-console-consumer.sh \

--bootstrap-server localhost:9092 \

-—-topic \

--from-beginning
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4 HEiKE

4.1 Brokerik7S

B broker2&Es:

ps —ef | grep admg-kafka

netstat -ntlp | grep 9092

4.2 ISRIKTS

kafka-topics.sh --describe

FIWR

ISR < Replicas

BRI NEERE.

4.3 HERE

wE:

kafka-consumer-groups.sh --describe

INRFFEIER, FEAFE,
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5 FE M EiEIE

5.1 Consumerfl[E&

s
LAGHFEEE K
[REH:

« JHZRAEIAE * Broker4£BEHRM MZE(G)T
IR
i =]z =]
#nConsumer RBeHTE
B nPartition RS

(R A Epe 2= e/ DR TRRT ]

5.2 Brokergiil

s

Leader not available

ps —ef |grep admg-kafka

BEHE:

logs/server.log

RAME
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bin/admg-daemon start kafka broker/standalone

5.3 ISRAEZE

Mz

ISR < Replicas

JREA:
[RE itz
W05 follower@£ 18
RILEFEIR BIAREHE

CPURED Broker[E/JK

iostat -x

5.4 Topic Leader

s

Leader: none

RAME

kafka-leader-election.sh \
--bootstrap-server localhost:9092 \
--all-topic-partitions \

-—election-type preferred
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5.5 Hfthla)s

ADCC for zk BahsE¥, HE 3R Connection refused If ** Session expired

° WE myid NHEEFEEASIER,
o KG&E zookeeper.properties H server.x HJIP BERNX, ik 2888/3888 &GN NIEE
Eﬁo
Kafka BaicM, HEIR ** Broker ID 0 is already registered
o KBEEABEERIH ADCC for zk #iE, MREMHELZE, 5= ADCC for zZk By databpir # Kafka

Y log.dirs FEI,
o MBAS TR broker.id AEE,

ISR EEEARZ (Isr: 0,1 A2 0,1,2)**
o AR Follower B KIS E, EIZT MRYHEHNEEHEE,
Kafka [Z&ncM, HEIR Failed to bind to port 9092

o E 9092 inREWEMIFFZESA (F netstat -tulpn | grep 9092 gk Isof -i:9092 #5<) .
o & server.properties H listeners BoBEMIm1/EE SR EFEANRA—, BRbcE f.,
o FABEIIEARIZEL 9092 im, HEERLIIEN R TiZIR .

Kafka £F=& EEHELNM, 1R Leader not available

o ENIMAY Topic BEFE, BMFEFRMAEE (kafka-topics.sh --create @) .
o 108 Kafka EBFREEREBH, Broker TREE AL,

o (& Topic NRINBCERASIE, ARIAH KT IR Broker #, =55 Leader Joki%=s,

Kafka BZ=&ETHZRLM, 3R No offset found for partition

o ANFNBEEZREEH, BXBELREEETIERIBN, JECE auto.offsetreset J earliest g, latest,
o BNIBEE®EER, WBEEFFEIMST ADCC for zk/ Katka RESHIE, TiEBEAKMEE
HEESMREEITH (ZIRE offsets.retention.minutes BtE) .

ADCC for zk EBfRofE, ST aEAI0AERE, HEIR Cannot open channel to x at election address

o tuBEPTH ADCC for zk =AY zoo.cfg F serverx BEERI IP / inAREH—H, THEEIR,

o KELSTLZIANNIEREE (FHaZEBIY 2000ms £E850%%LN) |, F@d ntpdate FERT
8,

o HA dataDir BRINR9 ADCC for zk IR ENES, #BRRTESE myid MAFTGEIZE,

Kafka B Not enough replicas, JEETEFALL
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o & Topic AY min.insync.replicas BcEEREATHEIH BHIVRLZEIAEL (ISR) .
o ZEJJE Broker ZpE, T min.insync.replicas 509 1 (BHA 1, BFNEXOIEFE) ,
o K& Follower TRERBIEERE, HIEMNEZINR, #E 10 IS8 ELIERITM,

* Kafka BafE, VM WfFiat (OOM) |, #iEERZARR

o #E kafka-server-start.sh i VM EZ&E (KAFKA HEAP OPTS) , BRAMERTEAIREE A / 9/,

o EEHMIAIMBENAZEES -Xmx512M -Xms512M, EF=IRESRIERSSRNFEE (BN BIIYIERE
9 50%) .

o INBRAFETIISH Topic/ H X, SHANFEAEE, FEENLD X,

o 1&#E Kafka BF#R SSL handshake failed
o EHFET SSLIANIE, KWEEFiY / IREZiRAY SSLIERIER. B E RS 1ER.

o MANFBFITHE, BRRS I listeners Be&J9 SSL:// MAE PLAINTEXT://,
° MBEFinenEMEcE T SSLIBXSEL (A security.protocol=SSL)
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6 Kafkail &554EF

6.1 &40 Partition

kafka-topics.sh \

--bootstrap-server localhost:9092 \
-—alter \
-—topic \

--partitions 6

AE I BE HENF B,

6.2 PXESTEC
Rkt
kafka-reassign-partitions.sh \

--bootstrap-server localhost:9092 \

—-—generate

kafka-reassign-partitions.sh \

-—execute
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7 Kafkal¥ggi@{t

7.1 Broker&#4

RIESH

7.2 Producerfit{t

2

7.3 Consumerf{it{t




8 HEEHE

HER&Z: admqg-kafka/logs

Leader not available

NotEnoughReplicas

Connection refused

SMApusicHTRTUEEBAT V2.0.6_for_kafka J=4EFAR
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9 feESHE

9.1 BiAECE
12 admqg-kafka/configs
e kafka-zk.conf: zkAZIABCE 4
* kafka-brokerconf: EEEFEIERY, brokermAZIRYECE

e kafka-standalone.conf: EEAZRERT, brokerm mBEINEIE

9.2 I EC Bk
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10 Z2MNE

10.1 1. ME=RL

10.1.1 1.1 PEKIEERER
EFME R EIRE Kafka imi50a)

iptables tcp --dport 9092 -s 10.0.0.0/8 -3 ACCEPT
iptables tcp --dport 9092 -3 DROP

iptables tcp --dport 12305 -s 10.0.0.10 -7 ACCEPT
iptables tcp --dport 12305 -7 DROP

10.1.2 1.2 LIRS
e & Kafka ERFESBTIR A% 24H/VPC HF
o )} Kafka ig(BEZEEEE X
e {FM VPN sk &2 T ENBEIAIE

10.2 2. TAIEIZIN

10.2.1 2.1 f3F SASL JAiE
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10.2.2 2.2 FEHAFIANIE

kafka-configs.sh --zookeeper localhost:2181 \
-—-alter --add-config

\

-—entity-type -—-entity-name admin

kafka-configs.sh --zookeeper localhost:2181 \
--describe --entity-type

10.2.3 2.3 fig& ACL il

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --allow-principal User:app-producer \

--operation Write —--topic order-topic

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --allow-principal User:app-consumer \
--operation Read --topic order-topic \

-—-group order-consumer-group

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --deny-principal User:ANONYMOUS \

--operation All --cluster

10.3 3. #iEhnsR
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10.3.1 3.1 SSL/TLS Ec&

10.3.2 3.2 iEPEE

keytool -keystore server.keystore.jks - localhost -validity 365
—genkey

keytool -keystore server.keystore.jks - localhost -

cert.crt

keytool -keystore server.truststore.jks - ca-cert -import -file

ca—-cert.crt

10.4 4. it Sikis

10.4.1 4.1 FHEEITE=
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10.4.2 4.2 USISE&5EER
WEHETR SEHE =]z

INIESRBORE > 10R/D8r  AIREFERIBGR

AR >0 TS
SSLAEPIIHEA < 30% R IERIZELHA
ACL £ e TEIHRIA

10.5 5. EpR2

10.5.1 5.1 i=17HR

useradd -r -s /bin/false admg-kafka

-R admg-kafka:admg-kafka /apusic/admg-kafka

750 /apusic/admg-kafka

600 /apusic/admg-kafka/config/*.conf

600 /apusic/admg-kafka/license.xml

10.5.2 5.2 systemd ZLi%IR

22



=admg-kafka

=admg-kafka

10.6 6. Z2iKtEiE

KB
Rl
NI/ NS
ACL BLE
SSLIEH
SR
={TRIF

HITEE

KESGE
iptables -L
BERE
kafka-acls.sh --list
keytool -list
ls -1la
ps -ef

1s -la logs/

SiEApusicHTTEEPAG V2.0.6_for_kafka_i=4ESFAR

BTSN
N Rim
22 SASL/SCRAM
TE AR
UEHARITHA
A& 4 600
3E root B

F1£ authorizer H&

23
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11 1SR 54

Kafkat(is A Eh1E |
I =]2¢

HERIAE 50%
Brokerg#l  20%

ISRAEE 15%

A 10%
L& a) R 5%

IEHEOR: 55%& Broker. B%& Leader, BE& ISR, BE& Lag. &5 IO

24
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